
© 2021 Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cybersecurity Risk Assessment 
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How Cloud can be an enabler



The responsibilities of the CISO

Influence and 
enable the business

Align security strategy 
with business strategy

Draft, implement and 
enforce policies and 

procedures

Manage security 
operations

Achieve and maintain 
compliance

Hire, develop and 
maintain competent 

security staff

Oversee 
organizational risk 

management

Manage security 
procurement and 

engineering



Common challenges

Competing priorities with 

Business Managers, CIO, IT Program Managers, 
and others

Organizational

1

Insufficient budget and 
resources

2 Inadequate authority due to position in org 
chart or lack of executive sponsorship

3



Common challenges
Difficulty in mapping organizational policies to 
technical and procedural controls

Security Mission

1

Gaps in technical capabilities

2 Implementing and maintaining security controls in 
numerous technology platforms

3

4 Lack of visibility,  resiliency, and automation 

5 Lack of resources to implement defense-in-depth

6
Difficulty in keeping up with emerging technologies, 
new threats and responding quickly



What State CISOs are saying are the top barriers to 
security challenges
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Source: 2020 Deloitte – NASCIO Cybersecurity Report
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“Twenty-four states estimated that the four selected federal agencies conducted at 
least 188 assessments between calendar years 2016 and 2018 and that the states’ 
best estimates of the total expenditures associated with those assessments ranged 
from $43.8 million to $67 million” – May 2020 GAO Report: CYBERSECURITY Selected Federal Agencies 
Need to Coordinate on Requirements and Assessments of States

Federal Audit challenges



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark

Federal Data Retention challenges



Cost of a Data Breach Statistics

Source: IBM 2021 Cost of a Data Breach



What Security Assessments look like today

 Ad Hoc or Annually

 Paper based / Manual questionnaires

 Subjective vs. Objective – hard to measure

 Interview style aka resource intensive

 Static vs. Continuous Monitoring

 Costly depending on scope



My CISO 5 Stages of Cloud Journey

Cloud Averse Cloud Curious
Cloud Aware / 
Knowledgeable Cloud Acceptance Cloud Maturation



Start with a foundation
Question: How does your organisation’s strategy, people, governance and 
capability define how your security organisation delivers value to the 
business? 

Target Cloud Security 
Operating Model

Strategy People Governance Capability



Automated security checks



Compliance standards



Compliance history timeline



Conformance Templates 

https://docs.aws.amazon.com/config/latest/developerguide/conformancepack-sample-templates.html

https://docs.aws.amazon.com/config/latest/developerguide/conformancepack-sample-templates.html
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Open Discussion
a.k.a. the fun part
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