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The responsibilities of the CISO

Influence and
enable the business

Achieve and maintain
compliance
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Align security strategy
with business strategy

Hire, develop and
maintain competent
security staff

Draft, implement and
enforce policies and
procedures

sl g
Oversee

organizational risk
management

Manage security
operations
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Manage security
procurement and
engineering
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Common challenges

Competing priorities with

Business Managers, CIO, IT Program Managers,
and others

e' ‘e @ Inadequate authority due to position in org
chart or lack of executive sponsorship

Organizational

Insufficient budget and
resources
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Common challenges

Difficulty in mapping organizational policies to
technical and procedural controls

Implementing and maintaining security controls in
numerous technology platforms

O)

Security Mission

Gaps in technical capabilities

Lack of visibility, resiliency, and automation

Lack of resources to implement defense-in-depth

Difficulty in keeping up with emerging technologies,
new threats and responding quickly
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What State CISOs are saying are the top barriers to
security challenges

Lack of sufficient cybersecurity budget

nadequate cybersecurity staffing

/'
4 Q% Lack of dedicated cybersecurity budget
.

availability of cybersecurity
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Federal Audit challenges

Table 2: Extent to Which Selected Federal Agencies’ Cybersecurity Requirements for State Agencies Varied with Each Other
and Federal Guidance

CMS FBl's CJIS IRS SSA
Total number of requirements included in each agency’s policy®
Type of variance

Unique requirements
Requirements included in agency policy that other agencies did not include

Conflicting parameters

Requirements with differences in technical thresholds from at least one of the other
selected agencies for a relat control

Did not fully address guidelines from National Institute of Standards and
Techneology (NIST) guidance

Age requirements that did not fully address the guidelines from NIST for

a number of t
elat
ogon attempts

“Twenty-four states estimated that the four selected federal agencies conducted at
least 188 assessments between calendar years 2016 and 2018 and that the states’
best estimates of the total expenditures associated with those assessments ranged

from $43.8 million to $67 million” — May 2020 GAO Report: CYBERSECURITY Selected Federal Agencies
Need to Coordinate on Requirements and Assessments of States aws
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Federal Data Retention challenges

- _______________________________________________________________________________|
Table 4: Examples of Conflicting Parameters in Selected Federal Agencies’ Cybersecurity Requirements for State Agencies

Requirements

CMS

FBI's CJIS

IRS

S8A

Amount of time state agencies should retain audit

recards,® which are individual entries in an audit log

related to an audited event

10 years

1 year

7 years

3 years, preferably
7 years

Frequency of assessments of security controls in
the information system environment

Annually

Every 3 years

Annually

Did not define a
frequency

Frequency of providing basic security awareness
training to information system users

Annually

Within 6 months of
assignment and
biennially thereafter

Annually

Annually

Frequency of reviews and updates to access
control policies

Annually

Mot applicable®

Every 3 years

Not applicable®

MNumber of consecutive login attempts before user
is locked out

3 attempts
within 15
minutes

No more than five

No more than three
within 120 minutes

Mo fewer than three
and no more than
five

Frequency of scans for vulnerabilities in the
information system

Monthly

Did not specify a
frequency

Monthly

Did not specify a
frequency

Frequency of review and updates to agency risk
assessment policies

Annually

Mot applicable®

Every 3 years

Did not specify a
frequency

Source: GAQ analysis of agency data. | GAD-20-123




Cost of a Data Breach Statistics

total cost of a breach,
2020-2021

The average total cost of a data breach increased
by nearly 10% year over year, the largest

single year cost increase in the last seven years.

Cost difference where
remote work was a factor

in causing the breach

Remote working and digital transformation
due to the COVID-19 pandemic increased

the average total cost of a data breach.

Consecutive years
healthcare had the highest
industry cost of a breach

Healthcare organizations experienced the
highest average cost of a data breach,

for the eleventh year in a row.
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What Security Assessments look like today

Ad Hoc or Annually

Paper based / Manual questionnaires
Subjective vs. Objective — hard to measure
Interview style aka resource intensive
Static vs. Continuous Monitoring

Costly depending on scope
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My CISO 5 Stages of Cloud Journey
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Start with a foundation

Question: How does your organisation’s strategy, people, governance and

capability define how your security organisation delivers value to the
business?

Strategy

Governance Capability

Vision, mission, es, Policies, Training and
alignment responsibilities, processes,

litie enablement,
accountabilities mandates, skill investment
metrics
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Automated security checks

Security Hub

Security standards

@D AWS Foundational Security Best Practices v1 CIS AWS Foundations Benchmark v1.2.0

The Center for Internet Security (CIS) AWS Foundations Benchmark v1.
The AWS Foundational Security Best Practices standard Is a set of automated a set of security confi on best practices for AWS. Tl curity Hub
security checks that detect when AWS accounts and deployed resources do standard automatically checks for your compliance readiness against a
not align with security best practices. The standard is defined by AWS subset of CIS requirements.
security experts. This curated set of controls helps improve your se /

posture in AWS, and covers AWS's most popular and foundational services. )
Security score

Security score

f 19%
589

Disable View results | Disable View results |

PCI DSS v3.2.1

The Payment Card Industry Data Security Standard (PCI DSS) v3.2.1 s an

information security standard for entities that store, process, and/or transmit

cardholder data. T curity Hub standard autematically checks for your

compliance readiness a t a subset of PCl DSS requirements.

Security score

ﬁ’l %

Disable View results
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Security Hub Security standards

CIS AWS Foundations Benchmark v1.2.0

Compliance standards

Security Hub conducts automated checks using the CIS AWS Foundations Benchmark controls.

s 1.1
Avoid the use of the "root" account

® Failed @ CRITICAL

2 failed

Disable

cas1.4

Ensure access keys are rotated every 90 days or less

® Failed ® MEDIUM
1 failed
1 passed

Disable

All statuses All severities

as1.2

Ensure multi-factor authentication (MFA) is enabled
for all IAM users that have a console password

® Failed ® MEDIUM
2 failed

Disable

s 1.5

Ensure IAM password policy requires at least one
uppercase letter

® Failed ® MEDIUM
2 failed

Disable

cs13

Ensure credentials unused for 90 days or greater are
disabled

® Failed ® MEDIUM
1 failed
1 passed

Disable

Cs 1.6

Ensure IAM password policy requires at least
lowercase letter

@® Failed ® MEDIUM
2 failed

Disable




Compliance history timeline

AWS Config > resources > bucketname > compliance

S3 Bucket bucketname
on October 17, 2018 6:57:15 PM Pacific Daylight Time (UTC-0

Configuration timeline Compliance timeline

° hanges

+ Configuration Details

Amazon Resource Name  nuif
Resource type AWS::Config::ResourceCompliance
Resource ID  AWS:S3::Bucket/bucketname
Resource name  nuf
Availability zone  nuf
Created on  Not available

Tags (0}

~ Rules @

Compliance
FAule name status Amazon resource name

s3-bucket-public-read- Moncompliant
prohibited

6:57:15 PM

View Details

Target resource type AWS:S3:Bucket
Target resource ID  bucketname

Compliance NON_COMPLIANT

arn:aws:config:Region:AccountiD:config-rule/config-rule-id

Compliant arn:aws:config:Region:Account!D:config-rule/config-rule-id
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Conformance Templates

Operational Best Practices for ABS CCIG 2.0 Material

Workloads

PDF | Kindle

Conformance packs provide a general-purpose compliance framework designed to enable you to create se
optimization governance checks using managed or custom AWS Config rules and AWS Config remediation
Packs, as sample templates, are not designed to fully ensure compliance with a specific governance or comr
responsible for making your own assessment of whether your use of the Services meets applicable legal ar

The following provides a sample mapping between the ABS Cloud Computing Implementation Guide 2.0 -
AWS managed Config rules. Each Config rule applies to a specific AWS resource, and relates to one or mort
Implementation Guide controls. An ABS Cloud Computing Implementation Guide control can be related to
Refer to the table below for more detail and guidance related to these mappings.

AWS Region: All supported AWS Regions except Asia Pacific (Hong Kong), Europe (Stockholm), and Middle

Operational Best Practices for MAS TRMG June 2013

PDF | Kindle

Conformance packs provide a general-purpose compliance framework designed to enable you to create security, operational or cost-optimization governance
checks using managed or custom AWS Config rules and AWS Config remediation actions. Conformance Packs, as sample templates, are not designed to fully
ensure compliance with a specific governance or compliance standard. You are responsible for making your own assessment of whether your use of the
Services meets applicable legal and regulatory requirements.

The following provides a sample mapping between the Monetary Authority of Singapore (MAS) Technology Risk Managment Guidelines (TRMG) June 2013
and AWS managed Config rules. Each AWS Config rule applies to a specific AWS resource, and relates to one or more Title 21 CFR Part 11 controls. A MAS
TRMG June 2013 control can be related to multiple Config rules. Refer to the table below for more detail and guidance related to these mappings.

This Conformance Pack was validated by AWS Security Assurance Services LLC (AWS SAS), which is a team of Payment Card Industry Qualified Security
Assessors (QSAs), HITRUST Certified Common Security Framework Practitioners (CCSFPs), and compliance professionals certified to provide guidance and
assessments for various industry frameworks. AWS SAS professionals designed this Conformance Pack to enable you to align to a subset of MAS TRMG June
2013 design principles.

AWS Region: All supported AWS Regions except Middle East (Bahrain)

Operational Best Practices for Data Lakes and Analytics Services

PDF | Kindle

This pack contains AWS Config rules for Data Lakes and Analytics Services. For more information, see Data Lakes and Analytics on AWS [4. This Conformance Pack has been designed for
compatibility with the majority of AWS regions and to not require setting of any Parameters. Additional managed rules that require parameters to be set for your environment and/or for your

specific region can be found at: List of AWS Config Managed Rules.
AWS Region: All supported AWS Regions except Middle East (Bahrain)

See Parameters section for names and descriptions of required parameters.

The template is available on GitHub: Operational Best Practices for Data Lakes and Analytics Services 2.

https://docs.aws.amazon.com/config/latest/developerguide/conformancepack-sample-templates.html
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https://docs.aws.amazon.com/config/latest/developerguide/conformancepack-sample-templates.html

Open Discussion

a.k.a. the fun part

2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark.
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